M’ AthCloud 3.0.0 - Livrables

1.Introduction

Cette documentation décrit les livrables physiques ainsi que leur déploiement sur un
environnement VM Linux Ubuntu Server vierge.

2.Livrables

Les livrables sont constitués de 5 archives:

L'API (back-end) nécessaire au fonctionnement de I'écosystéme: api.zip
L'application Web (front-end) Physician & CRO: www.zip

L'application Web (front-end) pour 'administration CRO: cro.zip
L'application Web (front-end) pour I'administration IIMT: admin.zip

Les bases de données: database.zip
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3.AZNetwork

Le déploiement est effectué sur I'environnement HDS, chez AZNetwork:
Les adresses de la VM sont:
e LAN:172.18.55.96/28
e Public: 91.247.75.188
Pour se connecter a la VM, un acceés VPN est nécessaire:
e https://vpnmcdl.aznetwork.eu/profiles/f69b2602e960e694b549b5151bb4049cb01037
b235e91df56654f816367743d1/
e user: david.fortier.iimt
e pass: sDKj45qVZi
Cependant, il faut contacter AZNetwork pour mettre a jour votre clé SSH.
Pour un accés depuis un poste Linux:
e sudo apt-get install openvpn
sudo apt-get install gadmin-openvpn-client
Importer la configuration ci-dessus
sudo openvpn --config ovpn.david.fortier.iimt.ovpn
ssh -i ~/.ssh/id_rsa iimtadm@172.18.55.97
Vous étes maintenant logué sur la VM
Pour passer en root:
o sudo-s
o Le mot-de-passe est dans le fichier ~/home/mypass.txt



4.Serveur Web

Pour configurer le serveur Web Apache?2 et les 3 sous-domaines nécessaires au bon
fonctionnement (api, www, cro):
e sites / subdomains
o sudo a2enmod rewrite
o sudo a2enmod headers
e _.htaccess (déja présent dans 'archive du livrable)
e Ajouter cette directive header:
o Header set Access-Control-Allow-Origin
média depuis des appels JS front-end
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pour permettre 'accés direct aux

5.Base de données

Pour configurer la base de données:

e apt-get update
apt-get install mariadb-server
mysql_secure_installation #password
CREATE USER 'newuser'@'localhost' IDENTIFIED BY 'password’;
GRANT ALL PRIVILEGES ON *. * TO 'newuser'@'localhost’;
apt-get install phpmyadmin

6.Divers

Ajouter les packet DICOM (DCMTK):
e apt-get install dcmtk

Ajouter les divers outils nécessaires:
e apt-get install php-gd

apt-get install gt5-default

apt-get install curl

apt-get install ffmpeg

apt-get install wget

apt-get install zip

apt-get install unzip

A ne pas oublier:
e Modifier la configuration PHP par défaut pour permettre I'upload de fichiers plus
imposants



e Penser a la configuration réseau concernant les ports forwarding pour la
configuration DICOM

e Les certificats SSL sont installés et configurés dans les fichiers de configuration
apache ci-dessous

e Enfin, vérifier que la zone DNS du domaine pointe vers la bonne adresse IP

7.Annexes

7.1. api.conf

<IfModule mod_ssl.c>
<VirtualHost _default_:443>
ServerAdmin webmaster@localhost
ServerName api.ipsocloud.com

DocumentRoot /var/www/api

ErrorLog ${APACHE_LOG_DIR}/error.log
CustomLog ${APACHE_LOG_DIR}/access.log combined

SSLENgine on

SSL CertificateFile  /etc/ssl/ipsocloud.crt

SSLCertificateKeyFile/etc/ssl/ipsocloud.key
SSLCACertificateFile /etc/ssl/ipsocloud.ca

<FilesMatch "\.(cgi|shtml|phtml|php)$">
SSLOptions +StdEnvVars
</FilesMatch>
<Directory /usr/lib/cgi-bin>
SSLOptions +StdEnvVars
</Directory>
<Directory /var/www/api/>
Options Indexes FollowSymLinks
AllowOverride All
SSLOptions +StdEnvVars
Require all granted
Header set Access-Control-Allow-Origin "*"
</Directory>

</VirtualHost>
</IfModule>



7.2. www.conf

<IfModule mod_ssl.c>
<VirtualHost _default_:443>
ServerAdmin webmaster@localhost
ServerName www.ipsocloud.com

DocumentRoot /var/www/www

ErrorLog ${APACHE_LOG_DIR}/error.log
CustomLog ${APACHE_LOG_DIR}/access.log combined

SSLEnNgine on

SSL CertificateFile  /etc/ssl/ipsocloud.crt

SSL CertificateKeyFile/etc/ssl/ipsocloud.key
SSLCACertificateFile /etc/ssl/ipsocloud.ca

<FilesMatch "\.(cgi|shtml|phtml|php)$">
SSLOptions +StdEnvVars
</FilesMatch>
<Directory /usr/lib/cgi-bin>
SSLOptions +StdEnvVars
</Directory>

</VirtualHost>
</lIfModule>

7.3. cro.conf

<IfModule mod_ssl.c>
<VirtualHost _default_:443>
ServerAdmin webmaster@localhost
ServerName cro.ipsocloud.com

DocumentRoot /var/www/cro

ErrorLog ${APACHE_LOG_DIR}/error.log
CustomLog ${APACHE_LOG_DIR}/access.log combined

SSLEnNgine on

SSL CertificateFile  /etc/ssl/ipsocloud.crt

SSL CertificateKeyFile/etc/ssl/ipsocloud.key
SSLCACertificateFile /etc/ssl/ipsocloud.ca

<FilesMatch "\.(cgi|shtml|phtml|php)$">



SSLOptions +StdEnvVars
</FilesMatch>
<Directory /usr/lib/cgi-bin>

SSLOptions +StdEnvVars
</Directory>

</VirtualHost>
</IfModule>

7.4. Certificats SSL

7.4 1. Certificat SSL

MIIGVDCCBTygAwIBAgIQdRHg5KxP4w/eugGmeObQuDANBgkghkiGOWOBAQsFADBuU
MQswCQYDVQQGEwWJHQJEPMAOGA1UECBMGTG9uZG9uMRAwWDgYDVQQHEwdDcm95
ZG9u
MR8wWHQYDVQQKExZUaGUgVHJ1c3RpY28gR3JvdXAgTHRKMRswGQYDVQQDExJUcnV
z

dGljbyBSUOEgRFYgQOEwHhcNMEwWNJEOMDAWMDAWWhcNMjIwNzEOMjM1OTU5WjAC
MRowGAYDVQQDExF3d3cuaXBzb2Nsb3VKLmNvbTCCASIwDQY JKoZIhveNAQEBBQAD
ggEPADCCAQoCggEBAOHaoe3zye1CIlI7Cw1X3ycDyilX7+sYW3wvsJnBui5Wolskf
fRmh7LeoGJGXGPCyZkviDbzOMhzzDgCHUga2G3o0UM8OJEQqz/p+034XpCIROQKgw;j IKwYBBQUHMAKGK2h0
dHAG6LY9jcnQuY29tb2RvY2EuY29tL1RydXNOaWNVUINBRFZDQS5jcnQwJAYIKwYB
BQUHMAGGGGhOdHABLY9VY3NwWLMNvbWOkb2NhLmNvbTCCAX0GCisGAQQB1nkCBAIE
ggFtBlIIBaQFnAHYARQqVV63X6kSAwtaKJafTzZfREsQXS+/Um4havy/HD+bUcAAAF6
COfD1gAABAMARZzBFAIBO/RHOMRjrZOkXpKwPW4BC8hJ89aepHOb2Ea6rXADBdAIh
AP60FxbQgFXd2TdfLcOAtAa3M9QotlexTudwIBISZORIAHYAQCjKsd8iRkoQxqE6
CUKHXk4xixsD6+tLx2jwkGKWBVYAAAF6COfDNAAABAMARzBFAIBQM+9hEwh1RWOM
WI+EXQQ3tKY3cL36quende4 XIYY88wlhAJhmxjZtvktv6kzFmkL+cEFIrPIqJqUE
eiBrLmtx7VMjAHUAKXm+8J450SHwWVnOfY6V35b5XfZxgCvj5TVOMXCVdx4QAAAF6
COfDdQAABAMARIJBEAIB5D2700gA+6fAS9fQuUOMGAp/uvbwakr8HnzSAuNy15Mwlg
EeZTISTCZajJak62gkMHNIXEgL+hxt8McBpT7tU3dmgwQgYDVRORBDswOYIRd3d3
Lmiwc29jbG91ZC5jb22CEWFwaS5pcHNVY 2xvdWQuY29tghFjcm8uaXBzb2Nsb3Vk
LmNvbTANBgkghkiGOwWOBAQsFAAOCAQEAIdp7Nzec2I3QtIG9s98XGUQOoMhuyONU



NMuSLOONyq/Qz5ehiwlviICbcLFdWLBT 1ialg81NJISd/E7/B5ijxdSaGaMHFkIPq
Uu3lhjgOovLO0tdy1T/uya669gmdZg5c53iy/NQdQU4AvVVjQx63cmwbkrstWkBOPd
BPOcxfnLp9g5GIAWZzqHVYduL9JbtyB6df09t2I1EsZeZX44zzSLn0zTAQ51YpSXWE
muefN6Ey42/1/HqCUkkla517d0ao/BEwWIINNJOS5J2rWpT3n7wKxvlYfysbrUL82s
zdj3us4PkBpepA2xLT+78AVNPQUOWRfMEweYfZchDKcLWbXZ6bBf/A==

7.4.2. Clé privé du certificat

----- BEGIN PRIVATE KEY-----
MIIEvgIBADANBgkghkiGOWOBAQEFAASCBKgwggSKkAgEAAoIBAQDh2qHt88ntQpZe
wsNV98nA8opV+/rGFt8L7CZwbouVqJdbJH30Zoey3qgBiRIxjwsmZL4g289DIc8w4A
h1IGtht6FDPDiRKs/6ftN+F6QIETKkCoMI0c8rn7rDAs4XCiUbOVBV5FBTI5SMxqyf
ZLNEJdC4K+2qzmOGvwiktvei6z8RSeK5/cimGKQbWddxvHF57yx6eOjEVfvaMHI6
KdpOzLVbbN2rQIYAQFykilAw4MOBXLp6ttrpvGmucQPz2HJZoTmtME4+yj7jQtR9
TWDIksy7cvhAvgIDEKbpLsiYNYjWjixXeYnvUMDM/uK2qpoJK4xVOKBxgGe1EmTX
Oypp1r2zAgMBAAECggEBAL0T8nPk900G4XLjTIKHC29vpK/g8iTAdTY Scz0Qpuo/ GbHwx1qqcLVIJUHH7LclPclj5dvpzXwo313LP6/oxn70/m0yC2GxM
T+F8t/cRBQMZf1ceMP0eQ0ZzqH6VNIcNOfPmMKIloqOzfViFgQGr5PIF1fcQKBgAfM
jsSHGfXd8OVKrFIY/5V7nvID3vsN7Zft4S1ZpN5SgEPzdafUGTjWIlyG9UpzYjg2Lt
rzls20+RcU4PwcOAie1ZBXVWIckUEj9xmdbLLDMz0eBX3RJ+uj3jhbn9iGZhUwMU
cA7M8O0IHkun+fxDBYa0WI1gLtxeMZucZANuPoDm5AoGBAlyiZraKAh9Qu/lwL2STz
FYJUCIQW5AhZA3bFHVIMkyklivDOUKMZ1ZRTXP01ZvBDNZBTMLQVRpN3w13V7mJa
aLFxHI45punEEH2c8Az6eMwJuC5wVfuFKHR7nBrVEJhEjc98 G2WC3NgXMGWEhXxjl
ZM1QMffnojT4ngMtMixmt1Bn

----- END PRIVATE KEY-----

7.4.3. Certificat de l'autorité de certification

MIIEMjCCAxqgAwIBAgIBATANBgkghkiGOwWOBAQUFADB7MQswCQYDVQQGEwWJHQJEDb
MBkGA1TUECAWSR3JIYXRIciBNYW5jaGVzdGVYyMRAwWDgYDVQQHDAdTYWxmb3JkMRow
GAYDVQQKDBFDb21vZG8gQOEgTGItaXRIZDEhMB8GATUEAwWwWY QUFBIENIcnRpZmlj
YXRIIFNIcnZpY2VzMB4XDTAOMDEWMTAWMDAWMFoXDTI4MTIzMTIzNTk1OVowezEL



MAKGA1UEBhMCROIxGzAZBgNVBAgMEkdyZWF0ZXIgTWFuY2hlc3RIcCEQMA4GA1UE
BwwHU2FsZm9yZDEaMBgGA1UECgwRQ29tb2RVIENBIExpbWIOZWQxITAfBGQNVBAMM
GEFBQSBDZXJ0aWZpY2F0ZSBTZXJ2aWNIczCCASIwDQY JKoZIhveNAQEBBQADggEP
ADCCAQoCggEBAL5ANfRu4ep2hxxNRUSOvkblgwadwSr+GB+O5AL686tdUIoWMQua
BtDFcCLNSS1UY8y2bmhGC1PqyOwkwLxyTurxFa70VJoSCsN6sjNg4tqJVIMIWPPe
3M/vg4aijdRPn2jymJBGhCfHdr/jzDUsi14HZGWCwEiwqJH5YZ92IF Cokcdmtet4
YgNWS8loaE+oxox6gmf049vYnMIhvB/VruPsUK6+3qszWY 19zjNoFmag4gMsXeDZR
rOme9Hg6jc8P2ULIimAyrL580Ad7vn5IJ8S3frHRNG5i1R8XIKAHSKBjHYpy+g8cm
ez6KJcfA3Z3mNWgQIJ2P2N7Sw4ScDV70L8kCAWEAAaOBwWDCBVTAdBgNVHQ4EFgQU
0BEKIz6W8Qfs4q8p74KIf9AwpLQwDgYDVROPAQH/BAQDAgEGMA8GA1UdJEWEB/WQF
MAMBAf8wewYDVROfBHQwcjA4oDagNIYyaHROcDovL2NybC5jb21vZG9jY S5jb20v
QUFBQ2VydGImaWNhdGVTZXJ2aWNIcy5jcmwwNgA0oDKGMGhOdHAGLYy9jcmwuY 29t
b2RvLm5IdC9BQUFDZXJ0aWZpY2F0ZVNIcnZpY2VzLmNybDANBgkghkiGOWOBAQUF
AAOCAQEACFb8AVCb6P+k+tZ7xkSAzk/ExXfYAWMymtrwUSWgEdujm713sAg9g101Q
GE8mTgHj5rCI7r+8dFRBvV/38ErjHT1rOiIWAFf2C3BUrz9vHCv8S5dla2LX1rzNLz
RtOvxuBqw8MOAyx9It1awg6nCpnBBYurDC/zXDrPbDdVCYfeUOBsWO/8tqtlbg T2
GO9w84FoVxp7Z8VIIMCFIA2zs6SFz7JsDoeA3raAVGl/6ugLOpyypEBMs10UIJgsi
I2D4kF501KKaU73yqWjgom7C12yxow+ev+to51byrvLjKzg6CY G1a4 XXvi3tPxq3
smPi9WIsgtRqgAEFQ8TmDn5XpNpaYbg==

MIIFfilCCBGagAwIBAgIQZ970PVvF72uJP9ZQGBtLAhDANBgkghkiGOWOBAQwWFADB7
MQswCQYDVQQGEwJHQJEbMBkGA1TUECAWSR3JIYXRIciBNYW5jaGVzdGVyMRAwDgYD
VQQHDAITYWxmb3JkMRowGAYDVQQKDBFDb21vZG8gQOEgTGltaXRIZDEhMB8GA1UE
AwwYQUFBIENIcnRpZmljYXRIIFNIcnZpY2VzMB4XDTAOMDEWMTAWMDAWMFoXDTI4
MTIzMTIzNTk10VowgYUxCzAJBgNVBAY TAKdCMRswGQYDVQQIExJHcmVhdGVylE1h
bmNoZXNOZXIXEDAOBgNVBAcCTB1NhbGZvemQxGjAYBgNVBAoTEUNPTU9ETYBDQSBM
aW1pdGVkMSswKQYDVQQDEyJDTO01PRE8gUINBIENIcnRpZmljY XRpb24gQXV0aG9y
aXR5MIICIJANBgkghkiGOWOBAQEFAAOCAg8AMIICCgKCAgEAKkehUktIKVrGsDSTd
XCOEZ3SZKzejfSNwWAHG8U9/E+ioSj0t/EFa9n3Byt2F/yUsPF6c947AEYe7/EZfH
91Y+Cvo+XPmT5jR62RRr55yzhaCCenavcZDX7PON+pxs+t+wgvQUfvm+xKYvT3+Z
f7TX8Z0NyvQwA1onrayzT7Y+YHBSrfuXjbvzYqOSSJNpDa2K4Vf3qwbxstovzDo2a
5JtsaZn4eEgwRdWt4Q08RWD8MpZRJ7xnw8outmvqRsfHIKCxH2XeSAIGpE6p8oNG
N4Tr6MyBSENNTnIgm1y9TBsoilwie7SrmNnu4FGDwwIGTm0+mfqVF9p8M1dBPI1R
7Qu2XK8sYxrfV8g/vOldxJuvRZnio1oktLgpVj3Pb6r/SVi+8Kj|/9Lit6 Tf7urj0
Czr56ENCHonYhMsT8dm74YIgulwoVqwUHZwWK53Hrzw7dPamWoUi9PPevtQOIiTMAR
gexWO/bToudbt7IEIIKVgJNp6I5SMZfGRAy1wdALqi2cVKWISArvX31BqgVUa/oKMo

Y X9wOMOiqgiwhgkfOKJwGRXa/ghgntNWutMtQ5mvOTIZXMOmm3xaG4Nj/QN370EKI
f6MzOi5cHKERgWPOGHFrK+ymircxXDpgR+DDeVnWIBqv8mqYqnK8V0rSS527EPyw
TEHI7R09XiidnMy/s1Hap0flhFMCAwWEAAaOB8jCB7zAfBgNVHSMEGDAWgBSgEQo]
PpbxB+zirynvgqV/0DCktDAdBgNVHQ4EFgQUuU69+Aj36pvES8hI6t7jiY7NkyMtQw
DgYDVROPAQH/BAQDAgGGMA8GA1UdEWEB/WQFMAMBAfSBWEQYDVR0OgBAowCDAGBg
RV
HSAAMEMGA1UdHwWQ8MDowOKA20DSGMmhOdHAGLY9jcmwuY29tb2RvY2EuY29tLOFB
QUNIcnRpZmljYXRIU2VydmljZXMuY 3JsMDQGCCsGAQUFBwWEBBCgwJjAkBggrBgEF
BQcwAYYYaHROcDovL29jc3AuY29tb2RvY2EuY29tMAOGCSqGSIb3DQEBDAUAA4IB
AQB/8IY1sG2VSkS50rzribwGLhOMyl+34QNJ3UxHXxxYuxp3mSFa+gKn4vHjSyGMX
roztFjH6HxjJDsfuSHmMfx8m5vMylFeNoYdGfHUthgddWBGPCCGkm8PDIL9/ACiup



BfQCWmqJ17SEQpXj6/d2IF412cDNJQgTTHE4joewM4SRmMR6R8ayeP6cdYIEsNKFU
00JGBgusG8eZNoxeoQukntICRITFxVuBrg2goNyfNriNwh0OV+oitgRA5HOTwK5/d
EFQMBzSxNtEU/QcCPf9yVasn1iyBQXEpjUHOUFcafmVgr8vFKHaYrrOoU3alL5iFS
a+oh01QOSU6IU9gSLucdCGbX

MIIF7TCCA9WgAwIBAgIRAMCmMDNS)qjVIXjJpEDBR8PswDQY JKoZlhveNAQEMBQAw
gYUxCzAJBgNVBAYTAkdCMRswGQYDVQQIExJHcmVhdGVyIE1hbmNoZXNOZXIXEDAO
BgNVBACTB1NhbGZvcmQxGjAYBgNVBAoTEUNPTU9ETYBDQSBMaW1pdGVkMSswKQY
D

VQQDEyJDTO01PRE8gUINBIENIcnRpZmIjYXRpb24gQXV0aG9yaXR5MB4XDTE3MDkw
ODAWMDAWMFoXDTI3SMDkwODIzNTk10Vowb]ELMAKGA1UEBhMCROIXDzANBgNVBAgQT
BkxvbmRvbjEQMA4GA1UEBXxMHQ3Jve WRVbJEfMBOGA1UEChMWVGhIIFRydXNOaWNv
IEdyb3VwWIEX0ZDEbMBkGA1UEAXMSVHJ1c3RpY28gUINBIERWIENBMIIBIJANBgkq
hkiGOWOBAQEFAAOCAQ8AMIIBCgKCAQEANgzvmYftbW4/GMXIMEmP3igo6fXRKgtu
ORVONNNEV8RSxZ7dVc3drGEWsvJq65Gs9GCwZAn5sRUfbb+ECGfts4fK4zEN3AZA
82xwrDM7xANY SgnM7ASC3Mgm4BIJsIRWt5UFVCECZtMWFURKUSEXGra6v8RYx7mz
DIHLLNItsmlIJGd+TPgHA7PPbVkiHnZDHPARJIURMENG6WCOte9 TWWU8Mn33sB4L70
/0KcNOEZXbr+KbVkOh1ECT3b6v96hHtJpkGebl5puiccQ/WPPoevY 1XhNfAdGiPF
YWpuvWNVLKR2+JJszeEjIGMMFxeWqLSqBG3g7yCnH/SqlbWqYoiObsQIDAQAB04I1B
bDCCAWgwHwYDVRO0jBBgwFoAUu69+Aj36pvE8hI6t7jiY7NkyMtQwHQYDVROOBBYE
FF2KOSMIL+Gdgc7ZLHAoupcfrhg1MA4GA1UdDWEB/WQEAwIBhjASBgNVHRMBATSE
CDAGAQH/AgEAMBOGA1UdJQQWMBQGCCsGAQUFBwMBBggrBgEFBQCDAjJAIBgNVHS
AE
GzAZMAOGCysGAQQBs|EBAgI6MAgGBmMeBDAECATBMBgNVHRS8ERTBDMEGgP6A9hjto
dHRwOI8vY3JsLmNvbW9kb2NhLmNvbSODT01PRE9SUOFDZXJ0aWZpY2F0aW9uQXV0
aG9yaXR5LmNybDBxBggrBgEFBQcBAQRIMGMwOWY IKwYBBQUHMAKGL2h0dHAGLY9j
cnQuY29tb2RvY2EuY29tLONPTU9ET1JTQUFkZFRYdXNOQOEuUY3JOMCQGCCsGAQUF
BzABhhhodHRwOIi8vb2NzcC5jb21vZG9jY S5jb20wDQYJKoZIhveNAQEMBQADggIB
AGYTWTIYN/X9cVXJI11gC3mYTXZniNMq3u49K+/0+GJiAZB1PIXtP+kQhwQp3F5F
YxN20hPu7C8Db1ML8CTwzCGK8r/m503SwINSdLgqCmX5/j2LUDrnCQQf3jcETdazuU
+HMFWpUdRL7DD6/hUDsGEVPNxgARdtFSz78WIsvdCd7K+XWhteoQAMNIwW8SEdXrcl

Y Sfxo3rHh/t4BfEm/N1VWavip59ga7A5HVBUGTA4Xg08hSsTVQOEMSzKSe+cpNwV
mzrTuiMulzwAzbAJoTaYF4q3+1100egBDJQvG0b4a43mRhiVyZ4B/AkTt+it3HpU

OF GcK/WwvJKNH5EKkZ4cJMo//+mqgbeg8KeDpL38r111gSjWTsNnSwYIXxhCNvcMCYB
WtamCiKd401QZqD5uwzxslmj4n+aCETqgF+0JUeda3pR44w7xwSavGLzIMImIMQ/1
fa2i7QA+a2N2sL.2VHsF2KQ2eShBAccHAhMgQSAIWz/fWIXFdZIk/i/05FTgGqc+
XIPXLWR/Chch5Nrb8MO0ObTsYYqQUUDSYIg6Jm4VcVOotTZO+632ZIhPWnebQdFew5G
Z7KbhTyF/NOkaz3b0n29XYDW2VQi/JVO7AYmbTHgolh9KvrxNauJTWpZ2WH6E69nNJ
ufKYwKWgXcz1Gdj87G6isak26Skc/sH8u8GghRBIS1uP

7.4.4. Requéte de création du certificat initial

----- BEGIN CERTIFICATE REQUEST-----
MIIC1TCCAbOCAQAWGY 8xGzAZBgkghkiGOwOBCQEWDHBqdHdAaWItdC5mcjELMAKG
A1UEBhMCRIIXDzANBgNVBAgMBKZyYW5]ZTEOMAWGATUEBWwWFUGFyaXMxDTALBgNV


